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NATIONAL BROADBAND PLAN





FCC National Broadband Plan Staff Workshop

Broadband Cyber Security Workshop
Thursday, September 30, 2009, 9:00 a.m.
Agenda:

9:00 a.m.
Welcome, Commissioner Meredith Attwell Baker 
9:15 a.m.
Panel 1 Presentations (Moderator:  James Arden Barnett, Jr., Rear Admiral (Ret.), Chief, PSHSB)

John Nagengast, Executive Director, Strategic Initiatives for AT&T Government Solutions


Richard Pethia, Director, CERT, Carnegie Mellon University

Don Welch, CEO & President, Merit Network, Inc. 
9:45 a.m.  
Panelist Discussion and Responses to Questions
10:30 a.m.
Break
10:45 a.m.
Panel 2 Presentations (Moderator: Jeffery Goldthorp, Chief, Communications Systems Analysis Division, PSHSB)


Marc Donner, Engineering Director, Google Health, Google Finance, 

AdWords Engineering



Dale Drew, Vice President for Security, Level 3


Andy Ogielski, President, Renesys Corporation
Philip Reitinger, Deputy Undersecretary, National Protection & Programs Directorate, Department of Homeland Security


Allan Sadowski, IT Director, North Carolina State Highway Patrol

11:20 a.m.
Panelist Discussion and Responses to Questions
12:00 p.m.
Closing Remarks, Jennifer Manner, Deputy Bureau Chief, PSHSB

12:15 p.m. 
Workshop Concludes
FCC Moderating Panel:

•
Robert Cannon, Senior Counsel for Internet Law, Office of Strategic Planning and Policy Analysis, FCC
•
Jean Ann Collins, Deputy Division Chief, Communications Systems Analysis Division, PSHSB

•
Jeffery Goldthorp, Chief, Communications Systems Analysis Division, PSHSB
•
Richard Hovey, Telecommunications Systems Specialist, Communications Systems Analysis Division, PSHSB
•
Jon Peha, Chief Technology Officer, FCC
Public Input

The Commission seeks public input regarding questions to ask at the workshop.  Questions can be e-mailed to the Workshop Coordinator prior to the workshop at Jennifer.Manner@fcc.gov.  During the workshop, audience members—both in the room and online—will have the opportunity to suggest questions in writing.  Questions will be reviewed and, time permitting, could be asked by the moderator.  Additionally, there will be an opportunity to submit written comments in response to the staff workshops.

Participant Biographies
Marc Donner, Engineering Director, Google Health, Google Finance, AdWords Engineering
Dr. Donner has over thirty years of experience in engineering of hardware, software and complex systems. Before joining Google Health and Finance, Dr. Donner was the engineering site director for ads development in New York and oversaw the integration of DoubleClick’s engineering teams and technical products into Google. Dr. Donner previously worked at Morgan Stanley as an executive director, IBM Research as a researcher and at NASA’s Jet Propulsion Lab. Dr. Donner also serves as associate editor-in-chief of the IEEE Computer Society Magazine, “Security and Privacy.”

Dale Drew, Vice President for Security, Level 3

Mr. Drew has over 21 years of professional security experience working in the Law Enforcement investigative and global ISP security capacities. He has designed, built, and deployed commercial grade, internally developed, security infrastructure and threat analysis tools used to monitor and protect company assets and global networks as well as built world-class security departments from the bottom up. He has worked in designing, developing and deploying commercial security products for over six years and has worked on professional computer forensic capabilities for 16 years. Mr. Drew’s experience has focused on protecting some of the world’s largest public network environments.
John Nagengast, Executive Director, Strategic Initiatives for AT&T Government Solutions
Mr. Nagengast’s current work focuses on using AT&T’s corporate capabilities to resolve national security problems facing the defense and intelligence communities. He retired from the National Security Agency after 38 years of service. He last served as Principal Director for Corporate Strategy where he led the NSA to develop strategic relationships with U.S. industry. He was also responsible for coordinating strategic industrial relationships across the intelligence community. Mr. Nagengast also previously served as a member of the Cyber Security Commission for the 44th Presidency.

Dr. Andy Ogielski, President, Renesys Corporation

Dr. Ogielski has more than 30 years experience encompassing data networking, Internet protocols and architecture, wireless networks, software systems and scientific computing. In 1999 he co-founded Renesys, a company specializing in Internet data analysis and generation of mission-critical, real-time information on the state of the global Internet for Network Service Providers, Internet enterprises and Cyber security organizations. Prior to founding Renesys, Dr. Ogielski was a professor at Rutgers University where he led government funded research on scalable Internet modeling that enabled detailed analysis of attacks on very large networks. He previously worked at Bell Communications Research (now Telcordia) where he was involved in very large scale scientific computing and built a special-purpose supercomputer that ran Monte Carlo simulations of complex materials several times faster than a contemporary Cray supercomputer.

Richard Pethia, Director, CERT, Carnegie Mellon University

Mr. Pethia directs the CERT Program at Carnegie Mellon University’s Software Engineering Institute. The mission of the CERT program is to identify, develop, apply and broadly transition new technologies and practices to improve security. In 2003, Mr. Pethia was awarded the position of SEI Fellow for his vision and leadership in establishing the CERT Program. Prior to SEI, Mr. Pethia was director of engineering at Decision Data Computer Company, where he was responsible for engineering functions and resource management. Mr. Pethia has testified before the U.S. Congress numerous times on cyber security issues.
Philip Reitinger, Deputy Undersecretary, National Protection & Programs Directorate, Department of Homeland Security (DHS)
Mr. Reitinger’s current responsibility as Deputy Undersecretary for the National Protection & Programs Directorate includes overseeing the protection of the U.S. government’s computing systems from domestic and foreign threats. He previously served as Chief Trustworthy Infrastructure Strategist at Microsoft Corp., where he was responsible for helping improve the protection and security of the critical information technology infrastructure. Mr. Reitinger also serves as a member of the Federal Emergency Management Agency’s (FEMA) National Advisory Council where he advises the FEMA administrator on aspects of cyber security related to emergency management. He was previously the Executive Director of the Department of Defense’s (DOD) Cyber Crime Center, charged with providing electronic forensic services and supporting cyber investigative functions department-wide. Before joining DOD, Reitinger served as Deputy Chief of the Computer Crime and Intellectual Property division at the U.S. Department of Justice.

Allan Sadowski, IT Director, North Carolina State Highway Patrol

Mr. Sadowski is responsible for managing and supporting 140+ site WAN network to support law enforcement personnel in North Carolina. He also serves as the IT Security Lead for the North Carolina Department of Crime Control and Public Safety and Voice Interoperability Program for Emergency Responders (VIPER). He is a retired United States Air Force Major whose accomplishments include U.S. Air Force Intelligence Officer of the Year and Originator of the Department of Defense Standard Secondary Image Dissemination System “5D.”

Donald Welch, CEO & President, Merit Network, Inc.

Dr. Welch has been the President and CEO of Merit Network, Inc. since July 2006. Prior to his arrival at Merit, Dr. Welch was the Director of Enterprise Technology and Merchandising Applications for H-E-B Retailer. He served in the United States Army for 25 years, retiring at the rank of colonel. His last assignment was as the Associate Dean for Information Technology and Professor of Computer Science at West Point. He has been active in information assurance and software engineering research with over 25 publications and invited talks in those disciplines. 

Participant Biographies
James Arden Barnett, Jr., Rear Admiral (Ret.), Chief, Public Safety and Homeland Security Bureau, FCC

Rear Admiral (ret.) James Arden Barnett, Jr. is the Chief of the Commission's Public Safety and Homeland Security Bureau. He is responsible for overseeing FCC activities pertaining to public safety, homeland security, emergency management and disaster preparedness, and represents the Commission on these issues before federal, state, and industry organizations. Admiral Barnett served 32 years in the United States Navy and Navy Reserve, retiring in 2008. His last active duty assignments were Deputy Commander, Navy Expeditionary Combat Command and Director, Naval Education and Training in the Pentagon. Before coming to the FCC, Admiral Barnett was a Senior Research Fellow at the Potomac Institute for Policy Studies, a policy think tank focusing on science and technology issues of importance to the nation, including cyber conflict and cyber security. From 1984 to 2001, Mr. Barnett was a senior partner at Mitchell, McNutt and Sams, P.A. in Tupelo, Mississippi with a governmental law practice representing municipalities, counties, law enforcement agencies, schools and local government officials.

Robert Cannon, Senior Counsel for Internet Law, Office of Strategic Planning and Policy Analysis, FCC
Mr. Cannon is Senior Counsel for Internet Law in the Federal Communication Commission's Office of Strategic Planning and Policy Analysis. In this position, he provides advice to the Commissioners and the Bureaus on Internet law and policy. He is serving as a member of the Online Safety & Technology Working Group, and has served on the interagency Working Group on Barriers to E-commerce and the interagency Cybercrime Treaty Working Group. Prior to this position, he was Deputy Director of the FCC's Y2K Task Force. Mr. Cannon was the Program Committee Chair of Telecommunications Policy Research Conference in 2003 & 2004. He was guest co-editor of the Telecommunications Policy journal's special TPRC edition in 2004 & 2005. He was the creator and co-chair of the Federal Communications Bar Association's Online Communications Committee. He was awarded a Presidential Award for his work on Y2K and the Lone Star Award from the Texas ISP Association.  

Jean Ann Collins, Deputy Division Chief, Communications Systems Analysis Division, PSHSB
As Deputy Division Chief, Ms. Collins provides legal counsel and helps administer the FCC’s information collection requirements (e.g. network outage reporting), analyzes the reliability and security of the nation’s communications systems, and supports the FCC’s Advisory Committees and Panels focused on the reliability and security of communications networks, including public safety communications. Ms. Collins previously served as Senior Counsel in the Enforcement Bureau’s Office of Homeland Security. 

Jeffery Goldthorp, Chief, Communications Systems Analysis Division, PSHSB

Mr. Goldthorp is Chief of the Communications Systems Analysis Division in the Public Safety and Homeland Security Bureau. He leads a technical staff in the analysis of communications systems reliability and security, including the collection and analysis of communications network outage data, establishing statistically meaningful portraits of communications network reliability and working with industry to facilitate improvements to reliability and security. In times of disaster, Mr. Goldthorp's Division collects and analyzes data that is used to establish accurate assessments of the condition of communications infrastructure in affected areas. 
Richard Hovey, Telecommunications Systems Specialist, Communications Systems Analysis Division, PSHSB
Mr. Richard Hovey is a network technologist in the Communications Systems Analysis Division of the Public Safety and Homeland Security Bureau, specializing in Internet Protocol technology issues. He has thirty five years of experience in computer networks and communications. He began his career with the first commercial packet-switching network service and later worked for DEC and Compaq before joining the FCC in 2001.

Jon Peha, Ph.D., Chief Technology Officer

Dr. Peha is the Chief Technology Officer for the FCC. Dr. Peha works on issues that span all FCC bureaus. He is also a Full Professor at Carnegie Mellon University in the Department of Engineering & Public Policy and the Department of Electrical & Computer Engineering. In addition, he has served as Associate Director of the University's Center for Wireless and Broadband Networking.  His research spans technical and policy issues of communications networks, including spectrum management, broadband Internet, wireless networks, video and voice over IP, communications for emergency responders, universal service, secure Internet payment systems, dissemination of copyrighted material, e-commerce, network modeling and simulation, and network security. 
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