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Chairman Genachowski and Commissioners Copps, Clyburn, and Baker, Congressman Markey: welcome to MIT.  My name is Jerrold Grochow and I appreciate the opportunity to address you as a member of the MIT Energy Initiative research group studying the future of the United States electric grid.  My particular focus in this project is cybersecurity, privacy, and related issues.

For the past decade, I have been in positions where cybersecurity and information privacy have been my concern and my responsibility.  For the past six years, until I retired in September, I was Vice President for Information Services and Technology here at MIT, providing computer and communications services to this 20,000 person university community.  My responsibilities included data and communications network policy and technology, implementation and operations.   Prior to coming to MIT, I held senior IT positions in the private sector as well as consulting for several government agencies.  Early in my career, I was involved in planning for the use of the ARPAnet at MIT.

Since that time, data and communications networks have taken on strategic importance to university research and teaching as these activities have become complex collaborations among people and computers often located thousands of miles apart,  and ever more dependent on high-speed transmission of massive amounts of information as well as high quality audio and video. 

An example of the impact of broadband communications on these activities is shown in the work of a consortium spearheaded by the government of the Commonwealth of Massachusetts, and of which MIT and several other Massachusetts-based universities and corporations are a part.  This consortium will develop a high performance computer center in western Massachusetts where hydro and wind energy will be more readily available.  The computer center will be both energy efficient and green, making use of so-called “green computing” technology and “green energy,” and will open up new opportunities in western Massachusetts for both educational and economic development.  Regional broadband optical communication capability, including a system put in place by MIT over the past several years, makes this feasible.

Now I am participating in the MIT Future of the Electric Grid Study under the leadership of Profs. John Kassakian of our Electrical Engineering and Computer Science Department, and Richard Schmalensee of MIT’s Sloan School of Management, and involving over a dozen researchers from MIT and Harvard.  We are two months in to an 18 month project to identify the key technical and policy challenges that must be addressed if the electric grid is to evolve to enable the nation’s power system to operate efficiently, reliably, and securely despite the new demands that will be placed upon it.   

An interactive, data and communications-driven grid holds great promise for significant energy efficiency and consumer savings.  However, the accompanying cyber security and privacy issues have been clearly identified as key areas for study -- and for concern.  While we are only at the beginning of our project, there are several comments we can make at this time.  

First, cybersecurity of the electric grid is not a new concern and various industry and government organizations have been studying it for several years.  However, with new advances in technology, particularly communications technology, concerns continue to mount while solutions are still in the future.  

Second, it is clear that the future operation of the grid will require significantly more information to flow about the transmission and distribution system itself, as well as between electricity generators and electricity users.  Every one of those information flows is a potential source of disclosure and an opportunity to impact critical national infrastructure –our electric system– as well as providing important insights on how we use electricity throughout our economy and in our personal lives.  This information has value to those responsible for providing and using electricity, for sure, but also to those who have other economic interests, and, unfortunately, malicious interests.  

Third, while the electric grid is evolving ever more rapidly, it will take many years to transition to a grid with near-real-time information about supply, demand, and the status of the many components of the system.  That evolution will be going on even as we are studying and debating cyber security and privacy issues.  

It is, therefore, of paramount importance that we plan now for the evolution of our nation’s electric grid to limit its vulnerability to information and communication related outages, and also to respond to and recover from outages quickly and with minimal damage to personal or economic activity.  This will be a key challenge, and one that the MIT study will address over the coming months.

Thank you for coming to MIT to hold this important hearing and for your attention to my remarks.  I am happy to answer your questions.

